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			Cyber Resilience Centre 
For SMEs
		

				

				
				
							The North East Business Resilience Centre is a police-led, not-for-profit organisation that provides 24/7 cyber security support to SMEs. Our trusted cyber security services have developed an ethical reputation and formed a partnership network with the Cyber Essentials Certification to protect businesses from cyber risks. We offer a free membership, as well as many other cyber security services. 
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			CYBER ATTACK HELPLINES
		

				

				
				
							If your business has suffered a cyber attack, click here to get quick access to all of the relevant cyber attack helplines that you need. 
						

				

					

		

				
			
						
				
					
			
						

		

				

				

				
				
			BUSINESS RISK CHECK
		

				

				
				
							Are you new to cyber? Take our easy business risk assessment so we can determine how best to support your SME from business and cyber risks. 
						

				

					

		

				
			
						
				
																										

				

				
				
			CYBER ESSENTIALS
		

				

				
				
							Protect yourselves against common cyber threats by obtaining your Cyber Essentials Certification which you can use on your website. 
						

				

					

		

					

		
				
						
					
			
						
				
					
			

		

				

				

				
				
			Free Core Membership
		

				

				
				
							 Our free core membership is designed to provide the necessary support and resources to SMEs and help you to avoid business cyber risks. From a monthly newsletter containing information on recent threats, to up-to-date versions of guidance from the National Cyber Security Centre, our free core membership is your natural next step towards stronger small business cyber security.
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			About the North east Business resilience centre.
		

				

				
				
							To provide small businesses with quality cyber security support, the North East Business Resilience Centre operates as part of a national network. We help to educate SMEs on fraud prevention and cybercrime prevention in order to keep their businesses as safe as possible. 
 
We work with the best cyber agencies and consultants from across the UK to demystify the jargon, offering access to national intelligence data, free guidance and affordable practical help to increase online protection. 
 
Our talented team of student ethical hackers from Sheffield Hallam and Northumbria Universities work alongside senior Cyber Security Practitioners to help businesses of all sizes with their cyber security.
As a well established cyber security company, we form a partnership to protect people, places and processes from risk through constant re-evaluation of our methods. Our cyber resilience services are delivered by our expert team of:
	Trusted Professionals

	Seconded Police officers

	Ethical Hacking students
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			OUR SERVICES
		

				

					

		

					

		
				
						
					
			
						
				
																										

				

				
				
			Internet Investigations
		

				

				
				
							Our internet investigation service involves our ethical hackers gathering and analysing publicly available information from you/ your employees’ searches or posts. This helps them to determine online weaknesses and potential threats you may be vulnerable to. 
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			Vulnerability Assessment
		

				

				
				
							Our vulnerability assessment service is designed to determine whether any of internal systems or networks are at risk of cyber vulnerability. Examples can include unsecured WiFi networks, poorly designed systems or unreliable access controls. 
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			Cyber Business
Continuity Exercise
		

				

				
				
							 
Our cyber business continuity exercise involves us providing you with a detailed report on your business continuity planning as well as the resilience of your organisation to cyber attacks.
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			Security Awareness
Training
		

				

				
				
							Our security awareness training services are specifically designed for those with little or no cyber security or technical knowledge. It is delivered in small, succinct modules using real world examples to make it easy to understand. 
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			Security Policy Review
		

				

				
				
							Our security policy review service offers a review of your current security policy, how it is written and how it is implemented. This can help you to determine the aspects that need improving to help you avoid cyber attacks. 
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			Web Application
Vulnerability Assessment
		

				

				
				
							Our web application assessment service assesses your website and web services for weaknesses. This in turn will help you to understand the potential cyber threats you are under. 
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			Our Partners

		

				

				
				
					
			
								































			

												
											

					
											

				
									

				

				

					

		

					

		
				
						
					
			
						
				
					
			

		

				

				

				
				
			TESTIMONIALS
		

				

				
				
			
		
			
				
											
									
							
					
						"We would like to express our gratitude to the NEBRC for their exceptional presentation on cyber security threats in the education sector at our recent YH02 event. The content was incredibly relevant and informative, and we appreciate the time and effort that went into preparing the material. We were particularly impressed with the Decisions and Disruptions Lego Exercise that the NEBRC ran with our members. The exercise was an engaging and interactive way to reinforce the importance of cyber security practices and provided valuable insights into the thought processes of our members when faced with potential security threats. As network managers in education, our members deal with cyber security issues on a daily basis, so we appreciated that the content was appropriate for their level of understanding. The NEBRC's presentation and exercise were both thought provoking and informative and the members' feedback shows that they enjoyed and benefited greatly from the experience. We highly recommend the NEBRC's services to anyone seeking to improve their organisations cyber security practices, thank you again for your excellent work!" 					

									

						
									
						
											

								Rick CowellFounder			

		

								

											
									
							
					
						“The web app vulnerability test carried out by the NEBRC was really impactful, giving the team a quick and clear understanding of immediate risk and what to do about it. Crucially the format of the findings were simple to work through and discuss with our web developers aiding quick and effective action (I imagine they may start recommending this to their other clients too!). Plus, the debrief with the student team who had completed the work was both helpful and informative – for the techs - and ‘non techs’ alike. We would recommend this service to any organisation.”					

									

						
									
						
											

								Joanna GoddardOwner & Founder - Joanna Goddard Consulting			

		

								

											
									
							
					
						"The support offered to Spencer Hayes Group by the NEBRC has been invaluable to us. The NEBRC team delivered helpful and informative advice to our listeners during our webinar, ensuring the listeners was well informed and went away more knowledgeable on how they can keep themselves safe online. NEBRC created a bespoke presentation that suited our listeners and their businesses which was delivered exceptionally well. We recommend any organisation to get in touch with the NEBRC to have the opportunity to learn more about how they can avoid risks online. In the current climate, it is so important for all of us to understand the ever changing challenges we face."					

									

						
									
						
											

								Jeff DunnClient Director - Spencer Hayes Group			

		

								

											
									
							
					
						“As a team working within education we were aware that cyber security is a key issue for our sector. We wanted therefore to understand more, and what we might need to change and implement to help ensure we did not become victim to online hackers and fraud. We contacted the NEBRC and arranged for their expert team to deliver a practical, training session. It was fantastic, very well delivered and very thought provoking. Everyone who attended enjoyed it and found it extremely useful. As a team working across various work areas, we all now feel more confident following the session and will be taking various recommendations forward to better support our business. Our thanks to the NEBRC team for their time and support.”					

									

						
									
						
											

								Diane LawsonAssistant Principal Student Experience - Northern College for Adults			

		

								

											
									
							
					
						“The NEBRC recently delivered a presentation for businesses at the Elmet & Selby Business Forum where local businesses get together to share ideas, knowledge, and best practice. The presentation was engaging, interactive and extremely useful, giving us all further insight and understanding into cyber and business resilience. As a group we are all now more aware of the key issues and what to look out for, armed with practical guidance and toolkits to better support our organisation and those we work with. Cyber and business resilience is a necessary foundation for all businesses, and I would recommend any organisation operating within our region to get in touch with the NEBRC to understand more about best practices and strategies for them.”   					

									

						
									
						
											

								Heidi GreenSenior Business Advisor - Selby District Council			

		

								

											
									
							
					
						"As a small, fledgling business, it's been a fantastic opportunity to take stock and consider how to embed the right skills and put digital safety and security at the core of all decision making. The business now has a clear set of recommendations and roadmap to improve the site , applying the learning and building on this new core knowledge to maintain ongoing site security. Many thanks to the team at the NEBRC for their help and support."					

									

						
									
						
											

								Rachel MatherOwner & Founder - &Mather			

		

								

											
									
							
					
						"With the launch of our new property investment platform, we approached NEBRC for assistance with securing our data. The team were more than happy to help and they kept us fully informed throughout the entire process. Upon completion, they provided us with a full in-depth report that covered all aspects of the work carried out. We are very happy with the results and would highly recommend their services."					

									

						
									
						
											

								Dave BalmbraCTO - Bricksave			

		

								

											
									
							
					
						"We were made aware of the NEBRC when we became members of the West Yorkshire Chamber of Commerce. Following this we were offered a free review of the website which highlighted potential vulnerabilities and the team then talked us through in great detail how to overcome each stage. This has allowed me to work with increased confidence knowing my business is safer online."					

									

						
									
						
											

								Adam BrownOwner & Founder - Bear Cricket Ltd			

		

								

											
									
							
					
						“Just wanted to let you know that our business was successful with our cyber essentials certification. I wanted to say a huge thank you to you as we would have really struggled without your help. I came into this not knowing much about it and your support and guidance was very helpful.

Thanks again for your time and I really appreciate you going through everything with me patiently over the phone"					

									

						
								SueEducational Services			

		

								

											
									
							
					
						"Cross Gates Good Neighbours would like to thank you and all at NEBRC who contributed your skill and diligence to this really valuable work, and also to thank your Director for her generosity".					

									

						
									
						
											

								David SmithVolunteer and Trustee			

		

								

											
									
							
					
						"I wanted to write to you to express my thanks for helping us out with a speaker for our roadshow at such short notice. Martin Wilson demonstrated exceptional flexibility and was able to support us around his other commitments. His presentation was spot on and went down very well with our audience, from a range of businesses (mostly SME) from across Healthcare, Finance, Manufacturing and Public Sector. We received some lovely feedback from one delegate, who wrote:
 
“It was really insightful and thought provoking with lots of key takeaways and learnings. There’s certainly lots for us to do to improve our position and approach to resilience but excited to implement some of the things discussed."					

									

						
									
						
											

								Tom HollowayLead Principal Consultant			
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                                                                THE NEBRC AND STUDENTS ARE NAMED AS FINALISTS IN PRESTIGIOUS CYBER OSPAS 2024

                                
                                                                    

                                                                    
                                        We are thrilled to announce that the North East Business Resilience Centre has been named as finalists in several categories in the prestigious and global...                                    
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                                                                Can You Spot a Delivery Scam Text?

                                
                                                                    

                                                                    
                                        Scammers are getting smarter each and every year. In many cases, even the most tech-savvy person might have to look twice at an email or...                                    
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                                                                AI Scams: How Can AI Make Email Scams Seem More Trustworthy?

                                
                                                                    

                                                                    
                                        Email scams and phishing emails are a common threat to any small business in the modern world of technology. But with the rise in use...                                    
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                                                                International Women’s Day 2024 – Celebrating the Women of the NEBRC

                                
                                                                    

                                                                    
                                        It’s International Women’s Day and we are celebrating the amazing women in our team! This year, we would like to shine a spotlight on our...                                    
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                                                                Don’t lose out before flying out: Action Fraud urge holiday makers to watch out for fraudsters online

                                
                                                                    

                                                                    
                                        Sun seekers looking to book their summer getaway are being warned to look out for fraudulent deals, as new data released today shows victims across...                                    
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                                                                Is the Cyber Essentials Certificate Worth It?

                                
                                                                    

                                                                    
                                        If you’re concerned about your business’ cyber security, you may have heard about the Cyber Essentials Certificate. But what is it? Is it useful for...                                    
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                                                                Watchout! Social media hacking on the rise

                                
                                                                    

                                                                    
                                        Whilst social media offers great connectivity to keep in touch with family, friends, keep updated on recent news and marketing opportunities, it is important to...                                    
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                                                                Protect Yourself Against A Large Ransomware Attack

                                
                                                                    

                                                                    
                                        Cybersecurity is an essential part of any business. This starts with awareness of the common threats, such as ransomware attacks. In this blog, we discuss...                                    
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                                                                NEBRC Case Study: Responding collectively to a cyber-attack on a local North East school

                                
                                                                    

                                                                    
                                        A large secondary Academy in Durham was referred to the NEBRC by their external IT support team following information from policing that they may have...                                    
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                                                                12 Cyber Security Trends SMEs Should be Aware of in 2024 and Beyond

                                
                                                                    

                                                                    
                                        This year is set to be one of the most interesting for cybersecurity professionals and small businesses in the North East, Yorkshire and Humber region....                                    
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                                                                Watchout! AI Alert

                                
                                                                    

                                                                    
                                        Artificial Intelligence (AI) is being utilised by online criminals to target their victims, and according to the National Cyber Security Centre, many threat actors are...                                    
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                                                                New cloud security guidance for small organisations

                                
                                                                    

                                                                    
                                        Do you use cloud security in your business, or know how to set up cloud services so that they are protected against online crime and...                                    
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						MORE NEWS & EVENTS
		
					
		

				

				

					

		

					

		
				
						
					
			
						
				
			
		
							
				
									
						CONTACT US TODAY					

				
									
						If you are a small to medium business who wants to become more proactive with your cyber security or believe you are already at risk. Don’t hesitate to get in touch with us today and make the most of our expertise and useful resources. We are the cyber security business that can support you every step of the way. 
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			FREE Core Membership
		

				

				
				
			Future Events 
		

				

					

		

					

		
				
						
					
			
						
				
																										

				

				
						
					
			
						
				
																										

				

					

		

				
			
						
				
																										

				

					

		

				
			
						
				
																										

				

					

		

					

		
				
						
					
			
						
				
																										

				

					

		

				
			
						
				
																										

				

					

		

					

		
					

		

				
			
						
				
			About Us
		

				

				
				
							The North East Business Resilience Centre (NEBRC) is a non-profit organisation here to support businesses in the North East of England in protecting themselves from cyber crimes and fraud

© 2023 North East Business Resilience Centre, The Workstation, 15 Paternoster Row, Sheffield City Centre, Sheffield, S1 2BX.
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			Newsletter
		

				

				
				
							Join our Free Core Membership and get access to our monthly newsletter containing the latest threats and guidance for cybercrime and fraud!
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			Useful Links  
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We use cookies and similar technologies to help personalise content and provide a better experience. By clicking “Accept All” or turning an option on in Cookie Settings, you agree to this, as outlined in our Cookie Policy. To change preferences or withdraw consent, please update your cookie preferences.

 

Before you can use our website and any of our services, you must read and agree to our Terms and Conditions which are available here and our Privacy Policy which is available here.
Cookie SettingsAccept All


Manage consent

  
	
		  
			
			Close
		  
		  
			
	
		
			
				Privacy Overview
				
					This website uses cookies to improve your experience while you navigate through the website. Out of these, the cookies that are categorized as necessary are stored on your browser as they are essential for the working of basic functionalities of the website. We also use third-party cookies that help us analyze and understand how you use this website. These cookies will be stored in your browser only with your consent. You also have the option to opt-out of these cookies. But opting out of some of these cookies may affect your browsing experience.
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								Always Enabled
													

						
							
								
									Necessary cookies are absolutely essential for the website to function properly. These cookies ensure basic functionalities and security features of the website, anonymously.
	Cookie	Duration	Description
	cookielawinfo-checkbox-advertisement	1 year	Set by the GDPR Cookie Consent plugin, this cookie is used to record the user consent for the cookies in the "Advertisement" category .
	cookielawinfo-checkbox-analytics	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookie is used to store the user consent for the cookies in the category "Analytics".
	cookielawinfo-checkbox-functional	11 months	The cookie is set by GDPR cookie consent to record the user consent for the cookies in the category "Functional".
	cookielawinfo-checkbox-necessary	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookies is used to store the user consent for the cookies in the category "Necessary".
	cookielawinfo-checkbox-others	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookie is used to store the user consent for the cookies in the category "Other.
	cookielawinfo-checkbox-performance	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookie is used to store the user consent for the cookies in the category "Performance".
	CookieLawInfoConsent	1 year	Records the default button state of the corresponding category & the status of CCPA. It works only in coordination with the primary cookie.
	elementor	never	This cookie is used by the website's WordPress theme. It allows the website owner to implement or change the website's content in real-time.
	viewed_cookie_policy	11 months	The cookie is set by the GDPR Cookie Consent plugin and is used to store whether or not user has consented to the use of cookies. It does not store any personal data.
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									Functional cookies help to perform certain functionalities like sharing the content of the website on social media platforms, collect feedbacks, and other third-party features.
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									Performance cookies are used to understand and analyze the key performance indexes of the website which helps in delivering a better user experience for the visitors.
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									Analytical cookies are used to understand how visitors interact with the website. These cookies help provide information on metrics the number of visitors, bounce rate, traffic source, etc.
	Cookie	Duration	Description
	_fbp	session	Set by Facebook to distinguish users.
	_ga	session	The _ga cookie, installed by Google Analytics, calculates visitor, session and campaign data and also keeps track of site usage for the site's analytics report. The cookie stores information anonymously and assigns a randomly generated number to recognize unique visitors.
	_ga_P96TEXYVTV	session	Set by Google to distinguish users.
	_gid	session	Installed by Google Analytics, _gid cookie stores information on how visitors use a website, while also creating an analytics report of the website's performance. Some of the data that are collected include the number of visitors, their source, and the pages they visit anonymously.
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			Free Core Membership
		

				

				
				
			Would you like to strengthen your businesses resilience to cybercrime and online fraud?

 We offer a Membership that is completely free and will provide you with the resources you need, sign up today.
		

				

				
				
					
			
						
						Sign Up Now
		
					
		

				

				

					

		

					

		
				

		



























